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Summary 

The Riksbank's work on financial stability aims to safeguard the funda-

mental functions of the financial system. It does so by mapping and ana-

lysing the vulnerabilities and risks that threaten these functions. The 

Riksbank also works to ensure that the financial system can withstand 

shocks. The increasing digitalisation of society, and not least the techno-

logical development in the financial sector, means that cyber risks can 

become systemic risks and thus threaten financial stability. In this staff 

memo, we illustrate how cyber-related vulnerabilities and risks can be 

linked to the Riksbank's work on financial stability. We also provide gen-

eral examples of how cyber risks can be incorporated into a central 

bank's financial stability work to make the financial system more resilient 

to cyber-related shocks. The way that cooperation between actors in the 

financial sector and between different vital societal sectors can increase 

resilience against cyber incidents is also addressed. 

Authors: Joacim Häggmark, Kristian Jönsson, Ulrika Nilsson and Johanna Stenkula von Rosen, work in 

the Department for Financial Stability at the Riksbank.1 

 

 
1 We would like to thank Karl Blom, Mattias Hector, Olof Sandstedt, Marianne Sterner and Annika Svensson 
for valuable comments. 
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1 Cyber risks have a natural place in the 
Riksbank's work on financial stability. 
A well-functioning and stable financial system is required for the economy to function 

well and for the economy to have scope to grow in the long term. Several authorities, 

including the Riksbank, have the task of promoting financial stability. In this work, the 

Riksbank maps and analyses vulnerabilities and risks that may threaten stability. The 

Riksbank also works to ensure that the financial system is resilient to shocks. In addi-

tion, through its stability task, the Riksbank also has a specific task of overseeing fi-

nancial infrastructure companies to ensure that they comply with internationally 

agreed standards. 

The stability of the financial system means that its basic functions are maintained, en-

abling payments, savings, investment and risk management. Risks that threaten these 

functions therefore also threaten financial stability. 

In the financial system, there are a variety of actors, each of which can influence the 

extent to which the basic functions are maintained. For example, infrastructure com-

panies provide basic services such as enabling payments, other financial transfers and 

the registration of securities. Further examples are banks and other financial compa-

nies that, among other things, provide various types of payment, savings and financ-

ing services to their customers, i.e. to households and companies that are thus also 

important players in the financial system. 

Participants in the financial system are active both in various financial markets, where 

trade in various financial instruments takes place, and in the real economy, where 

trade in goods and services takes place.2 

There are certain types of risk that can threaten financial sector participants or mar-

kets to such an extent that the fundamental functions of the entire financial system 

are also threatened. Such risks are usually referred to as systemic risks. 

The general digitalisation of society has been going on for a long time and the finan-

cial sector is experiencing rapid technological development. The digitalisation of soci-

ety brings great benefits and advantages, such as new goods and services and more 

efficient and secure processes. However, digitalisation also entails exposure to risks 

that threaten the IT components and systems on which digitalisation is based. Digitali-

sation automatically entails exposure to cyber risks. 

As financial system participants are directly dependent on IT components and systems 

for their operations, cyber risks become an important factor to consider when it 

comes to the basic functions of the financial system.3 In other words, cyber risks can 

 
2 Elestedt et al (2021) describe in more detail the role of different actors in the financial system. 
3 See also Kashyap and Wetherilt (2019) who link cyber risks and financial stability from a macroprudential 
perspective, with the critical economic functions of the financial system in mind. 
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be systemic risks.4 This also gives them a natural place in the Riksbank's work on fi-

nancial stability.5 

2 Cyber risks can pose a direct threat to 
financial stability 

2.1 Availability, integrity and confidentiality essential to 
maintain stability 

When it comes to cyber risks in general, three aspects are often highlighted in the 

analysis. These are the availability, integrity and confidentiality of IT systems and of 

data contained in the systems. The three aspects are also relevant when it comes to 

cyber risks and financial stability. 

Availability is an important aspect when it comes to IT systems. If an important IT 

component were to stop working or an important IT system were no longer available, 

fundamental functions of the financial system could be lost. Lack of availability can 

therefore have a direct impact on financial stability. 

But even if all components and systems are working properly, there are cyber risks 

that can threaten stability. This is because much of the activity in the financial system 

is directly dependent on accurate information on, for instance, prices and balances, 

i.e. on the integrity of the data. If the information were no longer accurate, it could 

have a direct impact on various participants and markets. This would also affect the 

financial system and its ability to supply basic functions. 

The third aspect of cyber risk, confidentiality, relates to whether information in a sys-

tem is accessible to unauthorised persons. In this case, the direct link to financial sta-

bility is less obvious. However, confidentiality can still have a bearing on financial sta-

bility, but then instead through the indirect links discussed below. 

2.2 A high concentration of economic functionality or of IT 
systems can increase vulnerability. 

An IT incident, or disruption as it could be called in financial stability work, that has a 

direct impact on the basic functions of the financial system can take several different 

forms. For example, a particular central IT system may be affected by a disruption at 

the same time as there are no alternatives in the financial system that can deliver the 

same economic function. But a disruption can also have an effect by simultaneously 

 
4 Adelmann et al (2020), ESRB (2020), ESRB (2022), Fell et al (2022), Koo et al (2022) and Elestedt et al 
(2021), for example, focus on cyber attacks and emphasise that they can pose a systemic risk. In addition, 
Maurer and Nelson (2021) express the view that it is only a matter of time before a cyber attack will have 
repercussions on financial stability. 
5 For example, based on the analytical framework presented by the ESRB (2020), Elestedt et al (2021) dis-
cuss in detail how a cyber attack can directly and indirectly affect financial stability. 
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affecting several different systems that, in a normal situation, could constitute alter-

natives to each other to achieve a certain economic function. It is also possible to im-

agine a disturbance in an IT system where the function can initially be achieved in an-

other system, but where the disturbance gradually spreads to the other systems and 

thus gradually undermines financial stability. 

The different aspects of cyber risk and types of disruption illustrate how different ar-

rangements and measures may be needed to strengthen financial stability. If there is 

no interchangeability in the financial system with regard to a particular IT component 

or system, and if the same economic function cannot be achieved elsewhere in the 

economic system, it becomes crucial that the component or system has a high level of 

IT security. This means a very good ability to protect against incidents. But this is not 

sufficient. It is also important that any IT incidents can be detected and mitigated at 

an early stage. Moreover, it is important to be able to quickly restore or replace the 

components or systems affected by an incident that has affected or risks affecting the 

stability of the financial system. 

When it is difficult to replace a component or a system to achieve a certain function, 

efforts need to be made to develop alternatives that can take over the basic economic 

functions that risk being lost in the event of an IT incident. Seen from a system per-

spective, such work need not only focus on developing alternatives to an individual IT 

component or an individual IT system for a specific actor; a central starting point 

could instead be how best to find alternatives that promote the stability of the entire 

financial system. 

In cases where different IT systems and actors are interchangeable, a different set of 

arrangements and measures may be needed to safeguard financial stability. While it is 

of course still important to maintain IT protection for the various IT systems that con-

tribute to the basic economic functions, it may also be important to recognise which 

factors mean that several computer systems suffer problems at the same time. For 

example, if several systems operate in the same location, with the same software or 

hardware, or are dependent on the same service providers, they could be more likely 

to suffer a disruption at the same time. By knowing the factors that contribute to sev-

eral systems being affected by a disruption at the same time, there are better condi-

tions for reducing the financial system's vulnerability to cyber risks. 

Sometimes there may be a risk that an initial disturbance in an IT component or sys-

tem may spread to other components and systems. In such cases, in addition to the 

two aforementioned aspects, it is important to be aware of the possible propagation 

paths between components and systems that are important in the financial sector, 

and to have plans to be able to shut down such propagation paths if necessary.  

On the whole it is important in the work on financial stability to pay attention to vul-

nerabilities arising from different types of concentration of economic functions IT re-

sources in the financial system, and how disruptions can spread between different IT 

systems and participants. 
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3 Cyber risks can also pose an indirect 
threat to financial stability 
Financial sector actors are not only highly dependent on their own IT resources, they 

are also dependent on basic societal functions that in turn rely on other IT resources. 

These include, for example, the supply of electricity or data and telecommunications. 

Disruptions to such functions can therefore, without directly affecting IT resources in 

the financial sector, have consequences that lead to negative effects on the basic 

functions of the financial system and thus affect financial stability. 

However, the indirect effects of cyber risks do not necessarily operate only through 

technological channels. There may also be an interaction with other well-known eco-

nomic contagion channels. For example, an IT incident at an apparently non-systemi-

cally important actor, or an actor outside the financial sector, could have stability im-

plications if the minor incident simultaneously affects general confidence in the finan-

cial system. Since trust is a pillar of financial systems, any disruption that negatively 

affects trust can also threaten financial stability. Accessibility, integrity and confidenti-

ality, which were described above in terms of direct effects on financial stability, are 

also highly relevant when it comes to indirect channels and aspects of trust in the fi-

nancial system. 

In this context, it can be noted that confidence in the financial system is not only 

linked to confidence in private actors. Authorities can also play an important role in 

maintaining overall confidence in the financial system. It is therefore important that 

authorities with responsibility for financial stability also maintain a high level of pro-

tection against cyber risks, so that stability disturbances cannot spread into the finan-

cial system through a trust channel via the authorities. 

In addition to the trust aspects, there are at least two other types of transmission 

channels where technical and economic aspects interact. First, an IT incident in a 

small actor can lead to cascading effects throughout the financial system. This means 

that if a participant that initially appears less important is unable to fulfil its commit-

ments, consequences may arise among other participants, which in turn leads to a 

further spread of the problems so that the entire system ultimately risks being af-

fected. Such cascading effects could arise, for example, in the case of payments6 or 

securities settlement7. What can happen in such a situation is that the financial sys-

tem's inherent vulnerabilities, linked to, for example, liquidity or leverage of securi-

ties, are hit by a cyber disruption that triggers problems. 

Second, through the exposure of the financial system to credit and liquidity risks, a 

cyber incident in the real economy could have an impact on financial stability.8 This 

could happen if IT resources somewhere in the real economy are affected, raising 

doubts about the ability of the actors involved to fulfil their financial obligations. For 

 
6 For example, Brando et al (2022) and Eisenbach et al (2022) discuss cyber risks and cascading effects re-
lated to payments. 
7 Kopp et al (2017) mention cascading effects related to the settlement of securities. 
8 See, for instance, Fell et al. (2022). 
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example, a disruption could affect the financial situation of many or particularly im-

portant companies, which in turn could affect actors in the financial system and thus 

financial stability. 

Thus, cyber risks can also affect financial stability indirectly through both technical 

and economic transmission channels. Moreover, the different channels may in some 

situations interact with each other (see Figure 1). As a result, the overall picture of 

cyber risks is complex, and there are a number of interactions that are important to 

recognise when assessing potential impacts on financial stability. 

Figure 1. Cyber incidents can spread through interconnectedness. 
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4 The complexity requires a broadly-based 
approach in the work with cyber-related 
systemic risks 

4.1 Cybersecurity of individual actors important for the 
resilience of the financial system9 

Strong participant protection is important  

For the resilience of the financial system to be sufficiently strong, the individual actors 

in the financial sector need to have strong protection against IT incidents in their IT 

systems. Thus, it should not be possible for events to occur easily that have extensive 

or far-reaching consequences. Strong protection means that it becomes very difficult 

and disproportionately resource-intensive for unauthorised parties to influence or 

gain access to the IT systems in question. 

Strong protection means buying secure products and services and then using them 

properly to achieve a high level of cyber security. However, IT systems are inherently 

difficult to monitor and in many systems different types of weaknesses and vulnerabil-

ities are discovered later. So a strong protection of IT systems also means that the ac-

tors need to have a complete overview of which systems are in operation, which ver-

sions of the systems are used and to ensure that the systems are continuously up-

dated as weaknesses and vulnerabilities are discovered. It is also important to regu-

larly review permissions in the systems and not to grant higher permissions than nec-

essary in the systems. 

The resilience of the system can also be strengthened if actors can share information 

about the vulnerabilities they discover in the systems and the ways in which the vul-

nerabilities may lead to cyber incidents. Such information sharing is needed both be-

tween actors in a given sector and between different sectors (more on this in sections 

4.2 and 4.3 below).  

An important share of the cyber risks to which the financial system is exposed origi-

nate from actors who have the intention and ability to cause damage, known as an-

tagonistic actors. An important part of the work on high IT security in the financial 

sector is thus to map the antagonistic threats that exist against both systems and ac-

tors in the financial sector. To obtain a nuanced threat picture, both authorities and 

private actors need to cooperate and share information, knowledge and experience. 

Being aware of the threat landscape, and thus having the conditions to counteract the 

threats, strengthens the entire system's resilience to cyber risks.10 

 
9 For a general discussion on measures for a high cyber resilience see also NCSC (2022). 
10 One example of how such collaboration can take place is the pilot activity that the National Cyber Secu-
rity Centre has started with the financial sector. 
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To get an idea of how to improve protection, the actors can continuously carry out 

different types of tests on their systems. In this way, they can get indications of how 

strongly protected their IT systems are, while at the same time it is possible to dis-

cover what can improve the protection without an IT incident first occurring. This type 

of testing can take many different forms. One type is the so-called TIBER tests. These 

first produce a picture of threats to and possible vulnerabilities in an actor's IT system, 

and then try to utilise these to gain access to the systems. In this way, one learns 

which measures can increase the actor's resilience.11 

Good ability to detect and respond to IT incidents is important  

Regardless of the level of protection achieved in IT systems, it is virtually impossible to 

completely avoid IT incidents. It is therefore important that actors who could play a 

systemically important role in the financial system are also able to detect and respond 

to incidents. This means, for example, that a malicious actor who has bypassed the 

protection of the IT systems should not be able to move freely in the systems for any 

length of time without being detected and ejected.  

A good prerequisite for a high ability to detect IT incidents is that the actors have ac-

cess to an operational function that monitors what is happening in the IT systems 

around the clock, every day of the year, and gives clear and early signals if an incident 

is detected or if there are signs that an incident is imminent. Such a function needs ac-

cess to information from the IT systems, such as security logs, and also needs tools 

that analyse the information and immediately signal if signs of incident are detected. 

Participants providing IT systems that have a direct impact on the basic functions of 

the financial system may also consider the possibility of also using existing advanced 

detection and warning systems. 

Should an IT incident be detected, it is important that it can be resolved. Actors who 

contribute to the maintenance of systemically important financial functions therefore 

need to have the capacity to respond quickly to IT incidents. It is also an advantage if 

they can investigate how the incidents occurred and what the consequences have 

been. 

Important to have rapid restart if critical functions are affected by serious 
incidents 

If it goes so far that the IT system functions are interrupted, it is important to be pre-

pared to restart the systems. The same applies if data in the systems can no longer be 

trusted, or if data in ordinary systems is destroyed and disappears. It is then im-

portant to be able to read back data that is correct with reasonable certainty.  

This may mean, for example, that several updated backup copies of data and some-

times entire IT systems are needed, where at least one of the copies has such protec-

tion that it cannot be affected by the same IT incident as regular systems and other 

 
11 The ECB's framework for threat-based penetration testing, TIBER-EU, and the Riksbank's work on a Swe-
dish adaptation of this framework, TIBER-SE, are examples of how central banks can contribute to increas-
ing the resilience of the financial system to certain types of cyber risk. 
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copies. It can also mean that there are routine descriptions of how IT systems should 

be restarted after a serious IT incident, and that routine descriptions of how data 

should be restored are needed, even in a serious scenario where the regular IT envi-

ronment is not available. 

Just as it is possible to carry out different types of test to assess both the security and 

the ability to detect and fix problems in IT systems, it can be useful to carry out vari-

ous tests and exercises when it comes to restarting systems and restoring data from 

backup copies. If the participants regularly carry out such tests and exercises, the con-

ditions for IT incidents to be as short as possible will increase, thereby reducing stabil-

ity risks in the financial system. 

It is of course difficult to say how long important IT systems can be unusable without 

becoming a problem for stability, and this also depends to a very large extent on the 

situation. But it is important that all systemically important operations in the financial 

sector can rapidly and securely restart their systems and recover data. In this context, 

it may also be important that, as soon as an incident occurs, there is an approximate 

idea of how long it may take to restart systems or re-read data under different scenar-

ios. 

Financial sector authorities also need to maintain a high level of cyber 
security 

It is important to note that it is not only the private actors in the financial sector that 

need to have a high level of cyber security with strong protection, a good ability to de-

tect and remedy IT incidents and readiness to quickly restart important systems. The 

authorities responsible for maintaining stability, i.e. Finansinspektionen, the Riksbank 

and the Swedish National Debt Office, all play a central role in the financial system, 

and need to ensure that their operations are highly resilient to cyber risks.  

There are at least two reasons why it is important that financial stability authorities 

also maintain a good resilience to cyber incidents. First, cyber incidents at the authori-

ties could have a direct impact on their ability to fulfil their tasks within financial sta-

bility. Second, incidents could also affect confidence in the financial system, which in 

itself could have implications for stability. 

4.2 A systemic perspective is also needed to safeguard 
financial stability 

Action by individual actors is not enough to make the financial system 
resilient 

Although it is very important that all actors in the financial sector have good resilience 

to cyber incidents, this is probably not enough to ensure that the resilience of the fi-

nancial system as a whole is sufficiently high. As a complement, there needs to be a 

system-wide perspective that is reflected in the work to counteract cyber risks. 
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There are at least two concrete situations where it is important to take the system 

perspective into account. The first situation is when an individual actor deploys all the 

measures that are well-balanced from the perspective of its own operations, but 

where the actor's weight in the system means that the measures are not sufficient 

from a system perspective. This situation can arise in an environment where the cost 

of an IT incident from the system's perspective exceeds the cost that is relevant when 

an individual actor considers protecting itself against the IT incident. Similar mecha-

nisms, i.e. where individual actors do not fully internalise the risks that may arise at 

system level, also exist in the financial system when it comes to other types of risk 

than cyber risks. One way to manage these types of risk is to use different types of 

system-wide tools, such as macroprudential tools.  These tools could also be used in 

the cyber area to increase the overall resilience of the financial system. 

It is also possible to imagine a second situation where it is not enough for individual 

actors to act separately, but where a systemic perspective is required to make the sys-

tem resilient. This could be in a situation where the actors involved make sufficient ef-

forts in themselves, but where coordination between them is required for the efforts 

to bear fruit and strengthen the system's resilience.  

One example of such a situation could be if several actors simultaneously realise that 

external assistance is needed to ensure a rapid recovery from a cyber incident. Indi-

vidually, the actors can have managed to secure sufficient external assistance before 

the incident occurs. However, if it were to turn out that several actors were simulta-

neously affected by a cyber incident, without coordination there is a risk that the ac-

tors have tied themselves to the same external help and that this then becomes a 

scarce resource. In such a situation, coordination between the actors could contribute 

to increasing the total resilience of the system. 

Analysing dependencies within the financial system can be a first step 
towards increasing resilience 

One of the first steps in strengthening the financial system's resilience to cyber inci-

dents is to map out how the system's various central economic functions are interre-

lated and what types of IT systems they in turn depend on. But it is not enough to 

map which systems are used by a particular actor. One also needs to know how differ-

ent financial and technical functions of different actors in the sector are interdepend-

ent. 

This type of system-wide mapping can be done in several different ways, but one way 

is to use so-called cyber stress tests.12 This involves developing a scenario with a hypo-

thetical cyber incident. A selected group of actors in the financial sector then exam-

ines the impact of the hypothetical cyber incident on their own systems and on links 

 
12 See more about the tool known as Cyber Resilience Scenario Testing (CyRST) in ESRB (2023). 
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with other actors. In this way, it is possible to get an indication of how large the sys-

tem-wide effects of a particular IT incident could be.13 

Financial stability can benefit from knowing when a cyber incident risks 
affecting the system. 

Cyber incidents occur continuously and it is reasonable to expect that the vast major-

ity of incidents will be dealt with by the actor(s) affected without any consequences 

for the financial system as a whole. However, if there is a risk of an incident approach-

ing such a scale that the entire financial system’s stability can be affected, it is im-

portant that the stability authorities step in and as far as possible counteract such a 

development. If this is to be done adequately, it is important to be able to determine 

when an incident goes from being a matter for an individual actor to becoming an 

event that needs to involve the authorities responsible for financial stability. As a tool 

to obtain such an overview, and to be able to take measures to prevent the incident 

from having system-wide effects, it may be helpful to define concrete levels that trig-

ger different types of measures by the stability authorities.14 These actions could in-

clude, for example, increasing information gathering, sharing information between 

authorities, preparing for different types of mitigation or counteracting measures or 

general crisis preparation measures. The overall purpose of defining the levels is to 

have a clear picture in advance of which incidents risk having system-wide effects and 

of what may need to be done to prevent such effects. 

Collaboration and cross-sectoral guidelines can further contribute to 
resilience15  

Collaboration within the financial sector makes it easier to safeguard the systems per-

spective and strengthen resilience to cyber incidents. For the financial stability au-

thorities, Finansinspektionen, the Riksbank and the Swedish National Debt Office, 

there are several different forms of cooperation that can ensure the systemic per-

spective, such as the work on cyber issues within the framework of the Financial Sta-

bility Council and exercises of various kinds. A cooperation of particular importance 

could also be to establish a strategy for the more long-term work on strengthening re-

silience to cyber incidents in the financial sector. Such a strategy could, for example, 

specify how the authorities consider that individual actors can contribute to the sta-

bility of the financial system by increasing their resilience. It could also describe what 

system-wide considerations are needed in the sector. A direction for the sector's work 

on contingency planning could also be included in such a strategy. 

 
13 Cyber stress tests for actors in the financial sector are being used or considered by institutions such as 
the Bank of England, the European Central Bank and the Danish financial supervisory authority Finanstil-
synet. 
14 See more about the tool called Systemic Impact Tolerance Objective (SITO) in the ESRB (2023). 
15 Legislation, such as the Protective Security Act, can also reflect society’s need to take systemic considera-
tion. Some risks may have such a small probability of occurring that it may be reasonable for an individual 
business to accept it. However, if the risk were to be realised, it could have major consequences for society, 
which means that the risk still needs to be addressed. The Swedish Protective Security Act regulates the 
management of security-sensitive activities and financial sector actors may need to conduct security-sensi-
tive analyses to determine whether they have activities that may be of importance to Sweden’s security. 
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But cooperation between authorities and private actors is also important to 

strengthen resilience to cyber incidents in the financial system. Some collaboration fo-

rums have already been established, for example within the framework of the group 

for private-public cooperation in the financial sector (FSPOS) and a collaboration fo-

rum for the National Cyber Security Centre (NCSC)16. Both of these deal with issues re-

lated to cyber security. It is essential that such work continues in the future to in-

crease the resilience of the financial system to cyber risks and cyber incidents. 

4.3 Financial system stability closely linked to other 
fundamental societal functions 

It is not only the financial sector and the financial system that are increasingly ex-

posed to cyber risks as a result of increased digitalisation. The same applies to many 

different sectors of society, several of which may also have an indirect impact on the 

stability of the financial system.17 For example, the functionality of the financial sys-

tem depends on the maintenance of basic societal functions, such as electricity supply 

and data and telecommunications. If such functions were to be affected by large-scale 

cyber incidents, it is very likely that financial stability could also be affected. Thus, 

cyber security is not an aspect that only needs to be addressed when it comes to the 

financial system; it should be a national concern that affects both the financial sector 

and other vital sectors. 

The fact that cybersecurity is a national concern suggests that coordination and action 

at national level is also needed to address cyber risks in society. The arguments in fa-

vour of taking into account multiple sectors at national level are the same as the argu-

ments for taking into account multiple actors in the financial sector. That is, there are 

problems that are so comprehensive at the national level that individual actors or in-

dividual sectors are unlikely to be able to implement sufficient measures to address 

them. Thus, coordination at national level will be as necessary for the overall resili-

ence of society to cyber incidents as coordination within the financial sector will be 

for the resilience of the financial system. 

One initiative that could strengthen resilience to cyber incidents in society at large, 

and thus also in the financial system, is the creation of the National Cyber Security 

Centre. The NCSC is a collaboration between four authorities: the National Defence 

Radio Establishment, the Swedish Armed Forces, the Swedish Civil Contingencies 

Agency and the Swedish Security Service. Within the framework of their respective as-

signments, they will deepen their cooperation in the field of cyber security and thus 

be able to coordinate the work of preventing and responding to cyber incidents. The 

 
16 The NCSC is a collaboration between four authorities: the National Defence Radio Establishment, the 
Swedish Armed Forces, the Swedish Civil Contingencies Agency and the Swedish Security Service. The work 
of these four authorities in the NCSC takes place in close collaboration with the Swedish Defence Materiel 
Administration, the Swedish Police and the Swedish Post and Telecom Authority. 
17 See, for instance, Forscey et al. (2022) for a discussion. 
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NCSC's authorities will also provide advice and support regarding cyber risks and con-

stitute a national platform for collaboration and information exchange with other ac-

tors, both private and public, in the field of cyber security.  

A financial sector cooperation forum has been created as a pilot project in the NCSC. 

Both private actors and authorities participate here. The authorities include those 

with close links to the NCSC and the authorities responsible for financial stability, i.e. 

Finansinspektionen, the Riksbank and the Swedish National Debt Office. The private 

actors include trade organisations and companies in the financial sector. 

It was recently announced that the Swedish Defence Radio Agency will take over re-

sponsibility for the national cyber security centre.18 The fact that an authority will be 

responsible for the cyber security centre may mean that there are greater opportuni-

ties to give the centre assignments that go further than the current one. Among other 

things, the centre could actively contribute to the systematic cyber security work of 

government agencies, for example by clearly highlighting the requirements that need 

to be placed on IT systems in certain types of procurement. The centre could also be 

tasked with systematically sharing information that emerges from different authori-

ties' security reviews of IT systems. There is currently no coordination in this area, 

which can lead to inefficiency and increased risk exposure, because each authority 

needs to conduct its own security reviews and cannot easily communicate the results 

to other authorities. A single centralised cybersecurity authority could also be helpful 

in communicating information on vulnerabilities in IT systems to both private and 

public actors. As a further example, it could be easier to allocate resources to the cy-

bersecurity center, so that it can actively assist different actors and sectors with cyber 

skills in the event of serious cyber incidents that are of such a nature that they risk 

having a significant impact on important societal functions or on Sweden’s security.  

5 Summary 
The digitalisation of the financial sector means that both individual actors and the en-

tire financial system are exposed to cyber risks. To increase the resilience of the sys-

tem, efforts are required from both individual actors and at the general system level.  

For a high level of resilience in the system, it is important that actors have strong pro-

tection, a good capacity to detect and respond to cyber incidents and a high level of 

preparedness to restart systems and recover data.  

At the systemic level, it is important to identify key functions of the financial system 

and their dependence on different IT systems. It is also important to assess the level 

of resilience of the system as a whole and how different measures can help to 

strengthen the system.  

Taking a systemic perspective is important both in the financial sector and at national 

level, for example by taking into account the interdependence between the financial 

 
18 See Kristersson et al. (2023). 
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sector and other important sectors of society. In this way, there can be conditions for 

increasing the resilience of society as a whole to cyber incidents.
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